Blake Bommelje
bommeljej@gmail.com
+17047639582
Objective: To continuously improve an organization’s security program that meets the needs of the business and allows the organization to grow as a market leader.

	Education:
BA in Software and Information Systems, University of North Carolina Charlotte
BA in Political Science (International politics), University of North Carolina Charlotte

	Certifications:
CISM in Progress
Certified Information Systems Security Professional (CISSP)
Certified Ethical Hacker (CEH) 
Certified Penetration Tester 
Security+
Linux+
ITILv3 Foundation Certified



Senior Director, Cybersecurity Consultant, Morgan Franklin Consulting (Raytheon Technologies), May 2019 - Present
· Lead cyber separation work for UTC’s divestiture of Otis and Carrier
· Managed application re-builds, including a team of contractors and consultants, to budget
· Provided thought leadership in the redevelopment of Cyber Operations for Carrier and Otis
· Securely architected over 30 applications being rebuilt in Azure cloud
· Managed Cybersecurity Team for large-scale network separation firewall
· Architected and built a secure BYOD solution in Azure through VDI in response to Covid-19
· Managed a Managed Service Provider for run and maintain of BYOD solution
· Provided security architecture support to Enterprise Identity Management team, including carving out two organizations and transforming existing solution to Sailpoint.
· Managed all projects using agile methodology, including setting up a story pipeline and Kanban board for Architecture team
· Standardized cyber architecture offerings to known patterns and obvious requirements

Director, Cyber Security Threat Management and Incident Response, American Tire Distributors; December 2018 – May 2019
· Made significant progress towards PCI-DSS SAQ-A Attestation (a stalled 3 year effort)
· Onboarded a Managed Security Services Provider for Security Operations Center (SOC) and Vulnerability Management efforts, increasing the maturity of the organization from CMMI 0 to 2
· Maximized the licensure and capabilities of Palo Alto NextGen Firewalls, ZScalers, and F5 appliances
· Onboarded and provided value from Splunk log correlation engine and Crowdstrike EDR
· Provided 3 year strategy to ATD that aligned security needs to business goals and growth
· Managed a physical team of 6 and a virtual SOC team in analysis and incident response and recovery efforts using Agile techniques, focusing on CI/CD for our organization to the enterprise
· Developed a gap analysis to the NIST Cybersecurity Framework (CSF) and created a roadmap to close those gaps. 
· Lead playbook creation for incident response and cyber offerings.
· Lead a major incident response with outside counsel and two incident response firms to resolution
· Mentored and motivated several entry level associates regarding future career path
· Assisted in designing the IT, including cybersecurity, career maps for ATD

Information Security Architect Senior, BB&T (Contractor); July 2018 – December 2018
· Design a secure infrastructure for legacy wire transfer systems, from client interaction to processing, to meet compliance and requirements of a unique, real-time, high risk system.
· Develop security patterns to enable efficient development of other high security isolated zones.
· Provided leadership among other architects, including coaching, leading and assigning work, and managing deliverables.

Information Security Architect (Lead), Novant Health; December 2015 – July 2018
· Assisted in developing and lead several key projects to implement to Novant Health Cybersecurity Framework
· Lead secure digital transformation efforts, including modernizing patient acquisition mechanisms, customer-facing app development, and securing SCADA systems
· Lead cyber efforts in the collaboration of Novant Health and Red Ventures in the Provider Finder
· Worked with project teams to ensure security is being baked into solutions
· Transformed lifecycles to be inclusive of information security as well as raise all life cycles to leading practice
· Worked to align the Information Technology strategy of Novant Health to the NIST Cyber Security Framework
· Part of the team that improved security posture of Novant Health by 20% over the first year of employment and another 25% over the second year.
· Worked to develop and implement Asset Management strategy for Novant Health
· Provided security consultative work for mergers and acquisitions
· Developed the risk scoring system for the physical security of IT assets
· Engaged in many externally-facing engagements, including patient acquisition and population care delivery solutions.
· Evangelized security throughout the organization
· Managed engineers and other architects through various projects and smaller engagements

President, True North Technologies; October 2011 – December 2015
· Grew business from individual consultancy into team of 16 consultants, developers, and support staff worth $3million in 2.5 years
· Managed development team of Operating System level coders to support secure expansion of Apperian Mobile Application Management platform using a CI/CD process
· Provided Professional Services and Technical Sales for several products, including Apperian, Digital Guardian, and LiebSoft. 
· Subcontractor to Digital Guardian and Carahsoft Technologies supporting the Department of Justice Data Loss Prevention program
· Provided application troubleshooting for the product including the web front end, database back end, and client applications
· Translate policies and ad-hoc requests from the client into solvable use cases to meet IA standards and requirements
· Assisted in investigations into potential Insider Threats, including data gathering and direct support
· Spearheaded new policies and assisted in taking policies from idea to workstation-level implementation
· Pilot the mobile device extension to the product
· Create policies to prevent leaks similar to those caused by Edward Snowden and Chelsea (Bradley) Manning
· Support DHS Technology Integration Program (DHSTIP) as a sub contractor for General Dynamics
· Define security contexts for the St. Elizabeths campus
· Define security requirements for each different network on the campus across three security levels (Unclassified, Secret, Top Secret / Special Compartmentalized Information) for DHS Headquarters and US Coast Guard.
· Lead the creation of all Secret-level packages including managing several team members
· Lead DIACAP Implementation Plan, e-Authentication workbooks, and supported PII document creation, including managing several team members
· Provide responses to Requests for Information and Sources Sought solicitations by the government for Small Business teams in the cyber realm
· Support MSB, Inc in ensuring that a tool currently in development is secure enough to be operated within the federal space
· Assess the tool against Federal standards, including STIGs and SBCGs
· Perform black box testing against the tool to identify and provide recommendations for any possible vulnerabilities

Senior IA Engineer, Kratos Defense September 2010 – October 2011
· Lead Information Assurance Engineer at Pearl Harbor Naval Shipyard
· Perform Certification and Accreditation within 6 months (previous efforts had been unsuccessful in 4 years)
· Managed IA teams including personnel from different companies and the government, to see projects to completion
· Implement DON Asset Management Tool
· Assess software and hardware deficits and recommend appropriate solutions to the client
· Implement and manage the DoD Mandated Host Based Security System (HBSS), including deploying and managing agents, updating policy, and resolving conflicts with other softwares;
· Perform regular SCADA compliance assessments on the network and provide reports for clients. 
· Project managed the engagement with a team of 10 personnel

Senior Consultant, Kadix Systems, a DRC Company September 2009 – October 2010
· Created penetration testing laboratory;
· Supported the DHS Chief Information System Officer’s Office with Comprehensive Control Reviews for all DHS IT Systems based on NIST and DHS policies
· Ensure consistent standard of documentation for newly accredited systems within DHS
· Refresh methodologies for Critical Control Reviews and Program Reviews for 2011

Senior Consultant, BoozAllenHamilton, Assurance and Resilience Team. February 2009 – September 2009 
Information Technology (IT) Specialist, Department of Homeland Security Office of Inspector General, Advance Technology Division (ATD): May – August 2007, July 2008 to January 2009. 
Wells Fargo (formerly Wachovia), Graphic Design Intern May – Aug 2006

Awards:
2020: Core Tenant Challenge Award Winner for Transparency, Honesty, and Trust
2016-18: Quarterly Bonus for Project Progress
2014: Appreciation from FBI Clients for work on Insider Threat team
2011: Appreciation Award from DoN for achieving SYLAN ATO
2009: Award for USCG NSC1 BERTHOLF

Affiliations, Volunteer Work
2018-Present: Supporter and volunteer for LGBT Non-Profit, Twirl to the World
2016-Present: Volunteer at Charlotte Pride Festival
2018-Present: IT Work at local Non-Profits individually and via Apparo
2018: Contributed to ISACA Body of Work
2017: Speaker at UNCC Cybersecurity Symposium
2016 - Present: Charlotte Royals Rugby Football Club, a local LGBTQ organization
2011-14: DC LGBTQ Kickball Team Captain
2009-10: Kadix Security Community of Practioners Presenter
